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MOTIVACIA

 narast pocCtu utokov

- vyskyt incidentu a jeho identifikacia
100 — 200 dni

« reakény Cas
50 — 70 dni

 znizenie tohto casu

« vyhladavanie vztahov medzi forenznymi
artefaktami pomocou grafov

- rychlejSia reakcia na bezpec¢nostny incident



THE CASE OF THE STOLEN SZECHUAN SAUCE

DFIR MADNESS

Disk image

Vytvorenie Casovej osi — log2timeline
Vystup vo forméte plaso — 12tcsv

Supertimeline: Date, Time, Timezone, MACB,
Source, Sourcetype, Type, User, Host, Short, Desc,
Version, Filename, Inode, Notes, Format, Extra

11 réznych ramcov - FILE, EVT

Zdroj obrazka: https://dfirmadness.com/the-stolen-szechuan-sauce/

https://dfirmadness.com/the-stolen-szechuan-sauce/



https://dfirmadness.com/the-stolen-szechuan-sauce/

SUBORY A INODY RELEVANTNE PRE PRIPAD

- File inodes: 84630, 84880, 84987, 86966, 86967, 86968, 86970, 86971, 86975, 87059, 87060, 87064,
87111,87112, 87137,

« File names: "coreupdater.exe", "FILESH 1", "Secret", "BETH_S 1.TXT", "Beth_Secret.Ink", "SECRET
1 TXT", "SECRET_beth.Ink", "Szechuan", "SZECHU 1TXT", "Secretlnk", "NoJerrylnk", "No-
Jerrytxt", "f01b4d95cfbbd32a.automaticDestinationsms”, "SECRET_beth.txt", "Beth_Secret.txt",

"Secret.zip”, "coreupdater.exe.2424urv.partial"



GRAFY

« reprezentacia vztahov medzi datami — vrcholy a hrany
- grafickeé zobrazenie

« prehladnost

 excentricita vrcholov

- bipartitnost

« suvislost

« stromy, cesty, cykly



DALSIE DATASETY

« Magnet CTF
- 2019
- 2020
- 2022

« Data Leakage Case
- NIST Hacking Case
« NIST Data Leakage Case

https://digitalcorpora.s3.amazonaws.com/corpora/scenarios/magnet/2019%20CTF%20-%20Windows-Desktop.zip
https://digitalcorpora.s3.amazonaws.com/corpora/scenarios/magnet/2020%20CTF%20-%20Windows.zip
https://digitalcorpora.s3.amazonaws.com/corpora/scenarios/magnet/2022%20CTF%20-%20Windows.zip
https://cfreds-archive.nist.gov/data leakage case/data-leakage-case.html



https://digitalcorpora.s3.amazonaws.com/corpora/scenarios/magnet/2019%20CTF%20-%20Windows-Desktop.zip
https://digitalcorpora.s3.amazonaws.com/corpora/scenarios/magnet/2020%20CTF%20-%20Windows.zip
https://digitalcorpora.s3.amazonaws.com/corpora/scenarios/magnet/2022%20CTF%20-%20Windows.zip
https://cfreds-archive.nist.gov/data_leakage_case/data-leakage-case.html

PROCES VYTVARANIA GRAFU

date (268,)

time (20682, )
timezone (2,)
MACB (15,)
source (11,)
sourcetype (34,)
type (27,)

user (4,)

host (2,)

short (373451,)
desc (826489,)
version (1,)
filename (111972,)
inode (98116,)
notes (1,)
format (45,)
extra (235896,)

df[["MACB", "source”, "sourcetype”, "type","user”,"host”, "inode"”, "format"]]

MACB source sourcetype type wuser host inode format

0 LOG System Installation Time - - 78036 winreg/windows_version

1 A REG Registry Key - UserAssist Last Time Executed - - 84874 winreg/userassist

2 A REG Registry Key - UserAssist Last Time Executed - - 84874 winreg/userassist

3 A REG Registry Key - UserAssist Last Time Executed - - 84874 winreg/userassist

4 A REG Registry Key - UserAssist Last Time Executed - - B4874 winreg/userassist
1263782 M. PE PE Import Time Content Modification Time - - 3roz22 pe
1263783 M. FPE FPE Import Time  Content Modification Time - - 343N pe
1263784 M. PE PE Import Time Content Modification Time - - 343N pe
1263785 M. FPE FPE Import Time  Content Modification Time - - 3r022 pe
1263786 M. PE PE Import Time Content Modification Time - - 3roz22 pe
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Content Modificggign Time; Last Access Time
Content Modification Time; Creation Time; Last Acceg-Fifhe MACB
OQ.B Content Modification Time; Creation Time; L?‘ Access Time; Metadata Modification Time
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zuzenie datasetu na data s ¢asovou peciatkou ‘M. ..’
z p6évodnych 1 263 787 riadkov v datasete -> 397 060

filtracia, podla: ‘host” = ‘citadel-dc01” — 6 zdznamov
inode: 86968, 86970
filename: 9b9cdc69c1c24e2b.automaticDestinations-ms, f01b4d95cf55d32a.automaticDestinations-ms
time: 03:31:50 — 03:35:07
date: 19.09.2020

filtracia, podla: ‘type’ = 'Content Deletion Time' — 1 zdznam
source: RECBIN
short: Deleted file: C:\FileShare\Secret\SECRET _beth.txt
time: 03:34:27
date: 19.09.2020



dx[dx["user"]== "Guest']
date time timezone MACB source sourcetype type user host short desc ve
_ Guest
Reqgistry Content RID:
1160001 09M117/2020 175710 uTC M. REG Keiéﬂgﬁﬁ; Modiﬂ::apion Guest L{%::l:] [HEKEY LOCAL MACHINE\SAMSANM\DomaIns\AccountiUs. .
Information i count:
0
bk
dx[dx["user"]== "C137\Administrator']
date time timezone MACB source sourcetype type user host short
Registry Content
1258989 091920200 03:36:25 UTC ) . REG Key-RDP MWModification C137\Administrator - [HKEY CURRENT_ USERVSoftware\Microsoft\Terminal... [H
Connection Time
»
dx[dx["user"]== "Administrator']
date time timezone MACB source sourcetype type user host short
Reqgistry Content Administrator
1160000 09/17/2020 17:57:10 UTC M. REG F&Y-USer i dification Administrator ; RID: 300 (eey | OCAL MACHINE\SAMSANMDomains\Ace
Account Time Login count:
Information 0



DC - FILE

- 40 stlpcov
- MACB-"M, A, ‘C,'B

 Vysledky zo supertimeline — 19.09.2020 — iba tento den



. Cyklus: ['C', 87063, 'MAB', 0]
’ grafrnggﬁastrorn_ o Cyklus: ['MACB', "MAB', 0]
* hladanie cyklov 7 LS Cyklus: ['M', "MAB', O]
« excentricita e Cyklus: ['C', ‘MAB", @]
03 Cyklus: ['MAC', 87146, 'MA', 0]
Cyklus: ['M', 87138, 'MA', @]
Cyklus: ['ACB', 87138, 'MA', @]
Cyklus: ['MC', 72694, 'A', @]
Cyklus: ['MC', 87131, 'A', @]
Cyklus: ['M",| 87137] 'A', 0]
Cyklus: ['B',| 87137] 'A', 8]
Cyklus: ['C',| 87137) 'A', @]
Cyklus: ['C',| 86978)] 'M', @]
Cyklus: ['MC', 485, "AB', @]
Cyklus: ['MC', 87133, 'AB', 0]
Cyklus: ['MC', 87113, 'AB', @]
Cyklus: ['MC', 87092, 'AB', 0]
Cyklus: ['MC', 87118, 'AB', @]
Cyklus: ['MC', 87116, 'AB', 0]
Cyklus: ["MAC', 73628, 'B', @8]
Cyklus: ['"MAC', 87121, 'B', @]
Cyklus: ['MAC', 87852, 'B', @]
Cyklus: ['"MAC', 87148, 'B', @]
Cyklus: ["MAC', 87189, 'B', @]
Cyklus: ['MAC', 87890, 'B', @]
Cyklus: ["MAC', 87886, 'B', @]
Cyklus: ['"MAC', 86800, 'B', @]
MACB & inode Cyklus: ["MAC', 85126, 'B', @]
Cyklus: ["MAC', 28283, 'B', @]



MACB & filename
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Cyklus: ['NTFS:\\SMFT', 'C', 'NTFS:\\Windows\\System32\|\coreupdater.exe'|l 'B']

Cyklus: ['NTFS:‘\\Users\\Administrator\\AppData\\Roaming'\Microsoft'\\Windows'\Recent\\AutomaticDestinations\\%b%cdctSclc24e2b.au
tomaticDestinations-ms', "MAB', 'NTFS5:%\\System Volume Information\‘\DFSR\\Config\\Replica_ E936846D-8F2F-444B-8F97-BO9EG432F6E2A.X
MLI, Icl]

Cyklus: ['NTFS:\\$MFT', 'MAB', 'NTFS:\\System Volume Information\\DFSR\\Config\‘\Replica E936046D-8F2F-444E-8FS7-BIEG432F6B2A.XM
|_IJ IC'I]

Cyklus: ['NTFS:\\$MFT', 'MACB', 'NTFS:\\Users‘\\Administrator\\AppData\\Roaming\\Microsoft\\Windows\\Recent\YBeth Secret.lnk'J
"MAB' ]

Cyklus: ['M', 'NTFS:\\Users\\Administrator\\AppData\\Roaming'\Microsoft\\Windows"\Recent\AutomaticDestinations{\f01b4d95cf55d3

|Za.automaticﬁeztinationz—mz1, 'C', "NTFS:\\Windows\\System32Y\coreupdater.exe]]
Cyklus: ['M', "NTFS:\\Users\\Administrator‘\AppData\\Roaming'\Microsott\\Windows'\Recent\\AutomaticDestinations\\9b%cdcb69clc2de
2b.automaticDestinations-ms', 'C', 'NTFS:\\Windows\\System32\f coreupdater.exe'|

Cyklus: ['NTFS:\\ESMFT', '"A'", 'NTFS:\\windDWSXHSystemSERhCDPeupdater.exe‘l 'B']

Cyklus: ['NTFS:A\\SMFT', "MC', 'NTFS:\\Windows\\System32\\wbem\‘\Performance\\WmilApRpl.ini"', 'A']

Cyklus: ["NTFS:\\Windows'\System32\ \wbhem‘\\Performance\\WmilApRpl.h', "MC"', "NTFS:‘\Windows“‘\System32' \wbem'\Performance\\WmilpRp
l.ini", 'A"]

Cyklus: ['NTFS:‘\\Users\\Administrator\\AppData\\lLocallLow\\Microsoft\\CryptnetUrlCache\\MetaData' \GBADASSTAA1BCABDG2CCS21D13E43E
18_BEB37ABADF39714871232B4792417E04', 'AB', 'NTFS:\\Windows\\Inf\\WmiApRpl\\WmiApRpl.h', 'MC']

Cyklus: ['NTFS:A\\ESMFT', "AB', 'NTFS:\\Windows‘\\Inf'‘\WmildpRpl\‘\WmilpRpl.h', "MC']

Cyklus: ["NTFS:\M\Users\\Administrator\\AppData\\lLocallow\\Microsoft\\CryptnetUrlCache'\MetaData \\GBADABS7AA1BCABDG2CCS21D13E43B
18 _D9817BD5013875AD517DA73475345203", "AB', 'NTFS:\\Windows\\Inf\\WmiApRpl\\WmiApRpl.h', 'MC']

Cyklus: ['NTFS:‘\\Users\\Administrator\\AppData\\Roaming'\Microsoft'\\Windows\\Recent\\CustomDestinations\"28c8b86deab54%al.custo
mDestinations-ms', 'AB', 'NTFS:\\Windows\)\Inf‘\\WmiApRpl\\WmiApRpl.h"', "MC']

Cyklus: ['NTFS:\\Users\\Administrator\\Documents'\\Default.rdp', "AB', 'NTFS:\‘\Windows‘\\InT'\\WmiApRpl\\WmiApRpl.h', "MC']
Cyklus: ['NTFS:\M\Users‘\\Administrator\\AppData\\lLocal\\Microsoft\\Terminal Server Client\“Cache\‘\Cached®®dd.bin', 'AB', 'NTF
S:o\\Windows\ A\ Inf\\WmiApRpLli\ \WmiApRpl.h", "MC']

Cyklus: ['NTFS:\\$MFT', 'M', 'NTFS:\\Windows\\System32\\coreupdater.exe'|l 'B']

Cyklus: ['NTFS:\\$MFT', 'ACB', 'NTFS:\\Users\\Administrator\\AppData\\Roaming\\Microsoft\\Windows\\Recent\\AutomaticDestination
s\ \1bc392b8e184a88e.automaticlestinations-ms', "'M']

Cyklus: ['NTFS:\\Users\\Administrator\\AppData‘\\Roaming'\Microsoft\\Windows'\Recent\CustomDestinationsy\59%8aee7bdde9b59b. custo
mDestinations-ms', 'MA', 'NTFS:\\Users‘\\Administratori‘\AppData'i\Roaming\‘\Microsoft'\Windowsi\Recent\\AutomaticDestinations'\1lbc
392bBe1@4a0@e. automaticDestinations-ms', 'M', 'NTFS:\\Windows\\System32\hcoreupdater.exe'] 'B', 'NTFS:\\Users\\Administrator\\A
ppData’\Local\\Temp\1", "MAC']

Cyklus: ['NTFS:\\SMFT', 'MA', 'NTFS:\\Users‘\M\Administrater\\AppData'\Roaming'\Microsoft\\Windows\\Recent\\AutomaticDestinations
“WWilbc392b8el104aB08e. automaticDestinations-ms', 'M']




DAKUJEM ZA POZORNOST
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